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DETAILED ACTION 

1 . This Office Action is in response to the application 10/508,840 filed on 09/21/2004. 

2. Claims 1-39 have been examined and are pending. 

Claim Objections 

3. Claims 6, 14, 21, 23, 25, and 27 are objected to under 37 CFR 1.75(c) because of the 
following informalities: 

• Regarding claim 6, the acronyms "DVB", "EMM", "CAS" and "SIM" are used 
without spelling out in full at their first occurrences in the claim. Appropriate corrections 
are required. 

• Regarding claim 14, the acronym "GSM" is used without spelling out in full at 
its first occurrence in the claim. Appropriate correction is required. 

• Regarding claim 23, the acronyms "PCMCIA" and "SCR" are used without 
spelling out in full at their first occurrences in the claim. Appropriate corrections are 
required. 

• Regarding claim 21, the claim recites "the system of any of claims 1 to 19 claim 
3." There is insufficient antecedent basis for this limitation in the claim. For the purpose 
of applying art, the examiner interprets "the system of any of claims 1 to 19 claim 3," to 
mean "the system of claim 3." 

• Regarding claim 25, the acronym "DCT" is used without spelling out in full at 
its first occurrences in the claim. Appropriate correction is required. 
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• Regarding claim 27, the claim recites "the system of any of claims 1 to 24 claim 
3." There is insufficient antecedent basis for this limitation in the claim. For the purpose 
of applying art, the examiner interprets "the system of any of claims 1 to 24 claim 3," to 
mean "the system of claim 3." 

Claim Rejections - 35 USC § 112 

4. The following is a quotation of the second paragraph of 35 U.S.C. 1 12: 

The specification shall conclude with one or more claims particularly pointing out and distinctly claiming 
the subject matter which the applicant regards as his invention. 

5. Claims 1-33 and 36-39 are rejected under 35 U.S.C. 112, second paragraph, as being 
indefinite for failing to particularly point out and distinctly claim the subject matter which 
applicant regards as the invention. 

• Regarding claims 1 and 2, the claims recite "A conditional access system. " 
However, there is not any element in the system. 

• Regarding claims 3-33 and 38-39, claims 3-33 and 38-39 are dependent on 
claim 1 or 2, and therefore inherit the 35 U.S.C 1 12, second paragraph issues of the 
independent claim. 

• Regarding claim 36, the claim recites "A method of producing. " However, the 
steps of the method are not positively recited. 

• Regarding claims 37, claim 37 is dependent on claim 36, and therefore inherit 
the 35 U.S.C 1 12, second paragraph issues of the independent claim. 
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• Regarding claims 33 and 39, the claims recite "capable of detecting at least 
some of the following encryption levels'" (emphasis added). This is vague in reference to 
how many items would be necessary to be considered as 'some'. For the purpose of 
applying art, the examiner interprets the term "capable of detecting at least some of the 
following encryption levels'" to mean "capable of detecting at least one of the following 
encryption levels." (emphasis added). Appropriated corrections are required. 

Claim Rejections - 35 USC § 101 

6. 35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 

7. Claims 1-3, 11-13, 15, 20-22, and 24-29 are rejected under 35 U.S.C. 101 because the 
claims may be directed to non-statutory subject matter. 

• Regarding claims 1 and 2, the claims recite "A conditional access system;" 
however, the claim is directed to software implementation, and they do not recite any 
elements or hardware. Therefore, the claimed subject matter does not belong to any of the 
four statutory categories set forth above. 

• Regarding claims 3, 11-13, 15, 20-22, and 24-29, claims 3, 11-13, 15, 20-22, 
and 24-29 are also rejected as nonstatutory under 35 U.S.C. 101 as they do not recite any 
elements or hardware. 
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Claim Rejections - 35 USC §102 

8. The following is a quotation of the appropriate paragraphs of 35 U.S. C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by another 
filed in the United States before the invention by the applicant for patent or (2) a patent granted on an 
application for patent by another filed in the United States before the invention by the applicant for patent, 
except that an international application filed under the treaty defined in section 351(a) shall have the effects 
for purposes of this subsection of an application filed in the United States only if the international 
application designated the United States and was published under Article 21(2) of such treaty in the English 
language. 

9. Claim 1-3, 7-8, 11-13, 15, 17, 19-22, 24-35, and 38-39 are rejected under 35 U.S.C. 
102(e) as being anticipated by Candelore, U.S. Patent Application No. 2003/0081776, filed 
on January 02, 2002. 

• Regarding claim 1, Candelore discloses a conditional access system (par. 0006; 
Conditional access (CA) systems are used to control availability of programming in 
content delivery systems such as cable systems) wherein digitised multimedia data are 
transmitted in a continuous transport stream of successive data packets (pars. 0010, 0046, 
0083-0085 and 0089; Figs. 1 and 6-7; digital program streams are broken into packets for 
transmission; AV content are selected and encrypted and transmitted to cable system 32), 
wherein a selectively encrypted transport stream is formed from a base transport stream by 
detecting particular data packets within the base transport stream (pars. 0064 and 0089; 
Figs. 4 and 7; packets are selected at 250 and 350), removing and encrypting the particular 
data packets with an event encryption key (pars. 0064 and 0089; Figs. 4 and 7; selected 
packets are passed for encryption to packet encryption process A at step 258 and packet 
encryption process B at step 262), and inserting the encrypted data packets into the 
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remaining base transport stream at insertion positions ahead in time with respect to the 
original positions of the particular data packets in the base transport system (pars. 0054- 
0055, 0064-0068, and 0089; Figs. 3-4 and 7; the encrypted selected packets are passed on 
to 254 for insertion into the output stream; packet is encrypted as a part of the encryption 
time slice; the EA and EB packets are inserted at the location in the data stream where the 
single original packet was obtained for encryption so that the sequencing of the data 
remains essentially the same). 

• Regarding claim 2, Candelore discloses a conditional access system (par. 0006; 
Conditional access (CA) systems are used to control availability of programming in 
content delivery systems such as cable systems) wherein digitised multimedia data are 
transmitted in a continuous transport stream of successive data packets (pars. 0010, 0046, 
0083-0085 and 0089; Figs. 1 and 6-7; digital program streams are broken into packets for 
transmission; AV content are selected and encrypted and transmitted to cable system 32), 
wherein a selectively encrypted transport stream is formed from a base transport stream by 
detecting particular data packets within the base transport stream (pars. 0064 and 0089; 
Figs. 4 and 7; packets are selected at 250 and 350), removing and encrypting the particular 
data packets with an event encryption key (pars. 0064 and 0089; Figs. 4 and 7; selected 
packets are passed for encryption to packet encryption process A at step 258 and packet 
encryption process B at step 262), and inserting the encrypted data packets into the 
remaining base transport stream at insertion positions corresponding to the original 
positions of the particular data packets in the base transport system (pars. 0064 and 0089; 
Figs. 4 and 7; the encrypted selected packets are passed on to 254 for insertion into the 
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output stream; the EA and EB packets are inserted at the location in the data stream where 
the single original packet was obtained for encryption so that the sequencing of the data 
remains essentially the same). 

• Regarding claim 3, Candelore discloses the system of claim 1 or claim 2, 
wherein an event decryption key is provided to an authorized receiver provided with the 
conditional access system (par. 0046; authorized set-top boxes receive Entitlement Control 
Messages (ECM) that are used to get access criteria and descrambling key), the selectively 
encrypted transport stream is transmitted to the receiver (pars. 0043 and 0065; Figs. 3-8; 
after distribution through the cable system 32, the video, system information, program 
specific information, Audio A and Audio B are all delivered to set-top boxes 36 and 136), 
the conditional access system detects encrypted data packets, removes the encrypted data 
packets from the received transport stream, decrypts the encrypted data packets with the 
event decryption key (pars. 0065-0069 and 0090; Figs. 5 and 8; when a packet is received 
at 272, it is inspected to see if it has the primary and secondary PID of interest (step 272 
and 274); if the packet has the primary PID of interest, the packet is examined at 284 to 
determine if the packet is encrypted; if the packet has the secondary PID at 274, the packet 
is then decrypted at 296 and sent to the packet decoder at 288), and inserts the decrypted 
data packets into the remaining received transport stream at positions corresponding to the 
respective original positions of the particular data packets within the base transport stream 
(pars. 0063-0067 and 0090; Figs. 5 and 8; packets encrypted under CA system B with the 
secondary PID are decrypted by CA system B 240 and inserted into the clear data stream 
for decoding and display on television set 244). 
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• Regarding claim 7, Candelore discloses the system of claim 3, wherein the 
conditional access system has a buffer memory to store clear data packets while an 
encrypted data packet is decrypted (pars. 0144-0145; Figs. 17-18; buffers 1006, 1014, 
1024, and 1032). 

• Regarding claim 8, Candelore discloses the system of claim 3, wherein said 
encrypted data packets are inserted at positions a predetermined number of data packets 
ahead of respective original positions (pars. 0064 and 0089; Figs. 4 and 7; the encrypted 
selected packets are passed on to 254 for insertion into the output stream; the EA and EB 
packets are inserted at the location in the data stream where the single original packet was 
obtained for encryption so that the sequencing of the data remains essentially the same). 

• Regarding claim 11, Candelore discloses the system of claim 3, wherein the 
decryption key is transmitted to a receiver with the selectively encrypted data stream (par. 
0010; additional packets are also included to provide decryption keys and other overhead 
information). 

• Regarding claim 12, Candelore discloses the system of claim 11, wherein the 
event decryption key is frequently changed (pars. 0040 and 0082; packets encrypted with 
Motorola 's proprietary encryption can use fast changing encryption keys using the 
embedded security ASIC). 



Application/Control Number: 10/508,840 Page 9 

Art Unit: 2137 

• Regarding claim 13, Candelore discloses the system of claim 3, wherein the 
event decryption key is a fixed key distributed on a pay-per-event basis (par. 0046; 
descr ambling keys are only distributed to authorized set-top boxes). 

• Regarding claim 15, Candelore discloses the system of claim 3, wherein the 
event decryption key is provided encrypted with a user encryption key and a corresponding 
user decryption key is also provided to an authorized user (par. 0046; authorized set-top 
boxes receive Entitlement Control message that are used to get access criteria and 
descrambling keys). 

• Regarding claim 17, Candelore discloses the system of claim 3, comprising a 
head-end encoder for producing the selectively encrypted data stream, the head-end 
encoder including a Common Interface CI for a PC card module that has encryption 
circuitry thereon (pars. 0118, 0121, and 0144). 

• Regarding claim 19, Candelore discloses the system of claim 3, comprising a 
head-end encoder for producing the selectively encrypted data stream (pars. 0046, 0055, 
0073, 0083-0085 and 0089; Figs. 1 and 6-7; digital program streams are broken into 
packets for transmission; AV content are selected and encrypted and transmitted to cable 
system 32), the head-end encoder including an encoder CI module with a CI&TS (Common 
Interface and Transport Stream) interface to a professional Set-Top-Box STB (Figs. 2-10; 
cable system head-end 122 transmits data stream to set-top boxes 36 and 136). 
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• Regarding claim 20, Candelore discloses the system of claim 3, wherein the 
base data stream is a clear data stream (par. 0039; substantial portions of content is in clear 
while encrypting is only a small portions of content). 

• Regarding claim 21, Candelore discloses the system of any of claims 1 to 19 
claim 3, wherein the base data stream is a DVB-scrambled data stream (pars. 0005-0006 
and 0043; Figs. 1-6; at legacy STB 36, the video is displayed and the encrypted audio is 
decrypted at CA system A 40 for play on television set 44). 

• Regarding claim 22, Candelore discloses the system of claim 3, wherein all data 
packets other than the selectively encrypted data packets are DVB-scrambled (pars. 0045 
and 0051; the SI may be scrambled to make it more difficult for a non-authorized set-top 
boxes). 

• Regarding claim 24, Candelore discloses the system of claim 3, wherein said 
particular data packets are of a nature such that their contents are propagated to successive 
data packets (pars. 0010, 0037, and 0038; packet streams for each component of all 
programs carried within a channel are aggregated into one composite stream). 

• Regarding claim 25, Candelore discloses the system of claim 3, wherein said 
particular data packets are data packets containing sign bits of DCT coefficients in an 
MPEG stream (pars. 0048, 0077, 0079, and 0084-0087; VCT access control bit is set). 

• Regarding claim 26, Candelore discloses the system of claim 3, wherein every 
n* data packet of the transport stream is encrypted, n being a fixed number (pars. 0056 and 
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0072-0075; tables 1-2; packets having any of the above four PIDs are again encrypted 
followed by the next eight time periods being sent in the clear). 

• Regarding claim 27, Candelore discloses the system of any of claims 1 to 24 
claim 3, wherein every n th data packet of the transport stream is encrypted, n being a 
variable number (pars. 0072-0075; random value m and n are known as variable numbers). 

• Regarding claim 28, Candelore discloses the system of claim 27, wherein the 
variable number n is randomly variable (pars. 0072-0075; pseudo-random and semi- 
random values for m and n may be used for selection of packets to encrypt). 

• Regarding claim 29, Candelore discloses the system of claim 27, wherein the 
variable number n is variable as a function of data packet contents (pars. 0072-0075; 
pseudo-random and semi-random values for m and n may be used for selection of packets 
to encrypt). 

• Regarding claim 30, Candelore discloses the system of claim 3, wherein the 
conditional access system is embedded in a user Set-Top-Box (STB) (pars. 0006 and 0063- 
0065; Figs. 2-6; set-top box 36 includes conditional access system 40). 

• Regarding claim 31, Candelore discloses the system of claim 3, wherein said 
conditional access system includes a PC card with a Common Interface CI for connection 
to a user Set-Top-Box (STB) (par. 0006; CA systems come as matched sets - one part is 
integrated into the cable system head-end and encrypts premium content, the other part 
provides decryption and is built into the STB). 
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• Regarding claim 32, Candelore discloses the system of claim 30, wherein said 
user Set- Top-Box (STB) is capable of detecting a current encryption level of the transport 
stream and to direct the transport stream, in accordance with the detected encryption level, 
to decryption circuitry associated with that encryption level (pars. 0037, 0043, 0047-0048; 
Figs. 1-6; at legacy STB 36, the video is displayed and the encrypted audio is decrypted at 
CA system A 40 for play on television set 44; the decoder located in the set-top box can 
readily determine which packets are to be decrypted using the decryption method 
associated with that set-top box). 

• Regarding claim 33, Candelore discloses the system of claim 30, wherein the 
user Set- Top-Box (STB) is capable of detecting at least some of the following encryption 
levels of the transport stream: 

None 
DVB only 

DVB and selective encryption (pars. 0037, 0043, 0047-0048; Figs. 1-6; at 
legacy STB 36, the video is displayed and the encrypted audio is decrypted at CA system A 
40 for play on television set 44; the decoder located in the set-top box can readily 
determine which packets are to be decrypted using the decryption method associated with 
that set-top box). 

Selective encryption only; and 

the Set-Top-Box (STB) is capable of directing the transport stream to at least one 
of the following decryption means: 
None 
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An embedded conditional access system in the Set-Top-Box (STB) able to 
cope with DVB only, 

An embedded conditional access system in the Set-Top-Box (STB) able to 
cope with selective encryption only, 

An embedded conditional access system in the Set-Top-Box (STB) able to 
cope with DVB and with selective encryption (pars. 0043, 0047-0048; Figs. 1-6; at legacy 
STB 36, the video is displayed and the encrypted audio is decrypted at CA system A 40 for 
play on television set 44), 

A conditional access module in the 1 st Common Interface (CI) slot of the 
Set-Top-box (STB) able to cope with DVB only, 

A conditional access module in the 1 st Common Interface (CI) slot of the 
Set-Top-box (STB) able to cope with selective encryption only, 

A conditional access module in the 1 st Common Interface (CI) slot of the 
Set-Top-box (STB) able to cope with DVB and with selective encryption, A conditional 
access module in the 2 nd Common Interface (CI) slot of the Set-Top-box (STB) able to 
cope with DVB only, 

A conditional access module in the 2 nd Common Interface (CI) slot of the 
Set-Top-box (STB) able to cope with selective encryption only, 

A conditional access module in the 2 nd Common Interface (CI) slot of the 
Set-Top-box (STB) able to cope with DVB and with selective encryption, A Smart Card 
(SC) in a Smart Card Reader (SCR). 
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• Regarding claim 34, Candelore discloses a method of producing a partially 
scrambled or corrupted transport stream from a clear transport stream containing digitized 
multimedia data in successive data packets (pars. 0010, 0046, 0083-0085 and 0089; Figs. 1 
and 6-7; digital program streams are broken into packets for transmission; AV content are 
selected and encrypted and transmitted to cable system 32), wherein a selectively 
encrypted transport stream is formed from a clear transport stream by detecting particular 
data packets within the clear transport stream (pars. 0064 and 0089; Figs. 4 and 7; packets 
are selected for encryption at 250 and 350), removing and encrypting the particular data 
packets with an event encryption key (pars. 0064 and 0089; Figs. 4 and 7; selected packets 
are passed for encryption to packet encryption process A at step 258 and packet encryption 
process B at step 262), and inserting the encrypted data packets into the remaining clear 
transport stream at insertion positions ahead in time with respect to the original positions of 
the particular data packets in the clear transport stream (pars. 0054-0055, 0064-0068, and 
0089; Figs. 3-4 and 7; the encrypted selected packets are passed on to 254 for insertion 
into the output stream; packet is encrypted as a part of the encryption time slice; the EA 
and EB packets are inserted at the location in the data stream where the single original 
packet was obtained for encryption so that the sequencing of the data remains essentially 
the same). 

• Regarding claim 35, Candelore discloses a method of producing a partially 
scrambled or corrupted transport stream from a clear transport stream containing digitized 
multimedia data in successive data packets (pars. 0010, 0046, 0083-0085 and 0089; Figs. 1 
and 6-7; digital program streams are broken into packets for transmission; AV content are 
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selected and encrypted and transmitted to cable system 32), wherein a selectively 
encrypted transport stream is formed from a clear transport stream by detecting particular 
data packets within the clear transport stream (pars. 0064 and 0089; Figs. 4 and 7; packets 
are selected for encryption at 250 and 350), removing and encrypting the particular data 
packets with an event encryption key (pars. 0064 and 0089; Figs. 4 and 7; selected packets 
are passed for encryption to packet encryption process A at step 258 and packet encryption 
process B at step 262), and inserting the encrypted data packets into the remaining clear 
transport stream at insertion positions corresponding to the original positions of the 
particular data packets in the clear transport stream (pars. 0064 and 0089; Figs. 4 and 7; 
the encrypted selected packets are passed on to 254 for insertion into the output stream; 
the EA and EB packets are inserted at the location in the data stream where the single 
original packet was obtained for encryption so that the sequencing of the data remains 
essentially the same). 

• Regarding claim 38, Candelore discloses the system of claim 3 1 , wherein said 
user Set- Top-Box (STB) is capable of detecting a current encryption level of the transport 
stream and to direct the transport stream, in accordance with the detected encryption level, 
to decryption circuitry associated with that encryption level (pars. 0037, 0043, 0047-0048; 
Figs. 1-6; at legacy STB 36, the video is displayed and the encrypted audio is decrypted at 
CA system A 40 for play on television set 44; the decoder located in the set-top box can 
readily determine which packets are to be decrypted using the decryption method 
associated with that set-top box). 
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• Regarding claim 39, Candelore discloses the system of claim 3 1 , wherein the 
user Set- Top-Box (STB) is capable of detecting at least some of the following encryption 
levels of the transport stream: 

None 

DVB only 

DVB and selective encryption (pars. 0037, 0043, 0047-0048; Figs. 1-6; at 
legacy STB 36, the video is displayed and the encrypted audio is decrypted at CA system A 
40 for play on television set 44; the decoder located in the set-top box can readily 
determine which packets are to be decrypted using the decryption method associated with 
that set-top box). 

Selective encryption only; and 

the Set-Top-Box (STB) is capable of directing the transport stream to at least one 
of the following decryption means: 
None 

An embedded conditional access system in the Set-Top-Box (STB) able to 
cope with DVB only, 

An embedded conditional access system in the Set-Top-Box (STB) able to 
cope with selective encryption only, 

An embedded conditional access system in the Set-Top-Box (STB) able to 
cope with DVB and with selective encryption (pars. 0043, 0047-0048; Figs. 1-6; at legacy 
STB 36, the video is displayed and the encrypted audio is decrypted at CA system A 40 for 
play on television set 44), 
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A conditional access module in the 1 st Common Interface (CI) slot of the 
Set-Top-box (STB) able to cope with DVB only, 

A conditional access module in the 1 st Common Interface (CI) slot of the 
Set-Top-box (STB) able to cope with selective encryption only, 

A conditional access module in the 1 st Common Interface (CI) slot of the 
Set-Top-box (STB) able to cope with DVB and with selective encryption, A conditional 
access module in the 2. sup nd Common Interface (CI) slot of the Set-Top-box (STB) able to 
cope with DVB only, 

A conditional access module in the 2 nd Common Interface (CI) slot of the 
Set-Top-box (STB) able to cope with selective encryption only, 

A conditional access module in the 2 nd Common Interface (CI) slot of the 
Set-Top-box (STB) able to cope with DVB and with selective encryption, A Smart Card 
(SC) in a Smart Card Reader (SCR). 

Claim Rejections - 35 USC §103 

10. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all obviousness 

rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinaiy skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

1 1 . This application currently names joint inventors. In considering patentability of the claims 
under 35 U.S.C. 103(a), the examiner presumes that the subject matter of the various claims 
was commonly owned at the time any inventions covered therein were made absent any 
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evidence to the contrary. Applicant is advised of the obligation under 37 CFR 1 .56 to point 
out the inventor and invention dates of each claim that was not commonly owned at the time 
a later invention was made in order for the examiner to consider the applicability of 35 
U.S.C. 103(c) and potential 35 U.S.C. 102(e), (f) or (g) prior art under 35 U.S.C. 103(a). 

12. Claims 4-6, 9-10, 14, 16, 18, 23, and 36-37 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Candelore, as applied to claims 1 and 2 above, and further in view of 
Maillard et al. (hereinafter "Maillard"), U.S. Patent No. US 6,714,650, filed on February 12, 
1999. 

• Regarding claim 4, Candelore discloses the system of claim 3. 

Candelore does not explicitly disclose the event decryption key is provided on a 
one-event smart card. 

However, in an analogous art Maillard discloses a method for transmitting and 
recording digital data wherein the event decryption key is provided on a one-event smart 
card (col. 5, lines 54-60; col. 6, lines 4-23; the exploitation key is stored on a smart card). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to combine the method and system of Maillard with that of 
Candelore wherein the event decryption key is provided on a one-event smart card to 
provide users with a means for transmission and recording of data permitting authorized 
recording of transmitted digital data, whilst minimizing the risk of pirate copies of such 
recordings being made by unauthorized third parties (col. 1, lines 62-67). 

• Regarding claim 5, Candelore discloses the system of claim 3. 
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Candelore does not explicitly disclose the event decryption key is provided on a 
one-limited-period smart card. 

However, in an analogous art, Maillard discloses a method for transmitting and 
recording digital data wherein the event decryption key is provided on a one-limited-period 
smart card (col. 3, lines 22-25; col. 6, lines 4-23; the exploitation key is stored on a smart 
card). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to combine the method and system of Maillard with that of 
Candelore wherein the event decryption key is provided on a one-limited-period smart card 
to provide users with a means for transmission and recording of data permitting authorized 
recording of transmitted digital data, whilst minimizing the risk of pirate copies of such 
recordings being made by unauthorized third parties (col. 1, lines 62-67). 

• Regarding claim 6, Candelore discloses the system of claim 3. 

Candelore does not explicitly disclose the event decryption key in a DVB 
environment is transmitted in specific EMMs protected by a user encryption key, the 
corresponding user decryption key being provided in the CAS, on a user smart card or on a 
user SIM. 

However, in an analogous art, Maillard discloses a method for transmitting and 
recording digital data wherein the event decryption key in a DVB environment is 
transmitted in specific EMMs protected by a user encryption key (col. 2, lines 53-65; the 
first key is encrypted by a second key), the corresponding user decryption key being 
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provided in the CAS, on a user smart card or on a user SIM (col. 2, lines 19-24; col. 6, 
lines 4-12; key stored on a smart card is used to decrypt the encrypted ECM and control 
word). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to combine the method and system of Maillard with that of 
Candelore wherein the event decryption key in a DVB environment is transmitted in 
specific EMMs protected by a user encryption key, the corresponding user decryption key 
being provided in the CAS, on a user smart card or on a user SIM to provide users with a 
means for transmission and recording of data permitting authorized recording of 
transmitted digital data, whilst minimizing the risk of pirate copies of such recordings 
being made by unauthorized third parties (col. 1, lines 62-67). 

• Regarding claim 9, Candelore discloses the system of claim 3. 

Candelore does not explicitly disclose conditional access system includes a chip 
card with decryption circuitry thereon. 

However, in an analogous art, Maillard discloses a method for transmitting and 
recording digital data wherein conditional access system includes a chip card with 
decryption circuitry thereon (col. 7, lines 44-52; single chip contains descrambling 
circuitry). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to combine the method and system of Maillard with that of 
Candelore wherein conditional access system includes a chip card with decryption circuitry 
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thereon to provide users with a means for transmission and recording of data permitting 
authorized recording of transmitted digital data, whilst minimizing the risk of pirate copies 
of such recordings being made by unauthorized third parties (col. 1, lines 62-67). 

• Regarding claim 10, Candelore discloses the system of claim 9. 
Candelore does not explicitly disclose the chip card is a SIM card. 

However, in an analogous art, Maillard discloses a method for transmitting and 
recording digital data wherein the chip card is a SIM card (col. 7, lines 44-52; this chip 
may be embodied in a SIM card). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to combine the method and system of Maillard with that of 
Candelore wherein the chip card is a SIM card to provide users with a means for 
transmission and recording of data permitting authorized recording of transmitted digital 
data, whilst minimizing the risk of pirate copies of such recordings being made by 
unauthorized third parties (col. 1, lines 62-67). 

• Regarding claim 14, Candelore discloses the system of claim 13. 
Candelore does not explicitly disclose the event decryption key is transmitted in 

a GSM network prior to an event and loaded into a SIM or smart card inserted in a SIM or 
smart card reader of a mobile phone. 

However, in an analogous art, Maillard discloses a method for transmitting and 
recording digital data wherein the event decryption key is transmitted in a GSM network 
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prior to an event and loaded into a SIM or smart card inserted in a SIM or smart card 
reader of a mobile phone (col. 6, lines 4-10 and 32-43). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to combine the method and system of Maillard with that of 
Candelore wherein the event decryption key is transmitted in a GSM network prior to an 
event and loaded into a SIM or smart card inserted in a SIM or smart card reader of a 
mobile phone to provide users with a means for transmission and recording of data 
permitting authorized recording of transmitted digital data, whilst minimizing the risk of 
pirate copies of such recordings being made by unauthorized third parties (col. 1, lines 62- 
67). 

• Regarding claim 16, Candelore discloses the system of claim 3. 

Candelore further discloses a head-end encoder for producing the selectively 
encrypted data stream the head-end encoder including a Common Interface CI (Figs. 2-3; 
cable system head-end 122 and 222 are connected with cable system 32 and set-top boxes 
36 and 136). 

Candelore does not explicitly disclose the Common Interface CI that in turn has 
a smart card SC interface for a smart card that has encryption circuitry thereon. 

However, in an analogous art, Maillard discloses a method for transmitting and 
recording digital data wherein the Common Interface CI that in turn has a smart card SC 
interface for a smart card that has encryption circuitry thereon (col. 2:3, lines 66-67:1-4; 
col. 7, lines 44-52). 
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Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to combine the method and system of Maillard with that of 
Candelore wherein the Common Interface CI that in turn has a smart card SC interface for 
a smart card that has encryption circuitry thereon to provide users with a means for 
transmission and recording of data permitting authorized recording of transmitted digital 
data, whilst minimizing the risk of pirate copies of such recordings being made by 
unauthorized third parties (col. 1, lines 62-67). 

• Regarding claim 18, Candelore discloses the system of claim 3. 

Candelore further discloses a head-end encoder for producing the selectively 
encrypted data stream, the head-end encoder including a Personal Computer PC (Figs. 2-3; 
cable system head-end 122 and 222 are known as PCs). 

Candelore does not explicitly disclose the Personal Computer PC with an 
interface for a chip card containing an event encryption key or a user encryption key, the 
encryption being processed in the PC. 

However, in an analogous art, Maillard discloses a method for transmitting and 
recording digital data wherein the Personal Computer PC with an interface for a chip card 
containing an event encryption key or a user encryption key, the encryption being 
processed in the PC (col. 2, lines 19-24; col. 6, lines 4-12; key stored on a smart card is 
used to decrypt the encrypted E CM and control word; see also col. 6, lines 31-43). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to combine the method and system of Maillard with that of 
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Candelore wherein the Personal Computer PC with an interface for a chip card containing 
an event encryption key or a user encryption key, the encryption being processed in the PC 
to provide users with a means for transmission and recording of data permitting authorized 
recording of transmitted digital data, whilst minimizing the risk of pirate copies of such 
recordings being made by unauthorized third parties (col. 1, lines 62-67). 

• Regarding claim 23, Candelore discloses the system of claim 19. 

Candelore further discloses the encoder CI module further comprises a high 
speed interface to a PC, a base transport stream being sent to the PC via the high speed 
interface to be selectively encrypted by the PC or by a PC peripheral (pars. 0042-0043, and 
0047; Figs. 4 and 7; encrypted audio is transmitted as digitized packets over the A/V 
channel to set-top boxes). 

Candelore does not explicitly disclose said PC peripheral being one of the 
following: a smart card reader SCR for a smart card SC having encryption circuitry 
thereon; an encryption PCMCIA module having encryption circuitry and forming a SCR 
for a head-end smart card. 

However, in an analogous art, Maillard discloses a method for transmitting and 
recording digital data wherein said PC peripheral being one of the following: a smart card 
reader SCR for a smart card SC having encryption circuitry thereon (col. 2:3, lines 66- 
67:1-4; col. 7, lines 44-52); an encryption PCMCIA module having encryption circuitry 
and forming a SCR for a head-end smart card. 
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Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to combine the method and system of Maillard with that of 
Candelore wherein said PC peripheral being one of the following: a smart card reader SCR 
for a smart card SC having encryption circuitry thereon; an encryption PCMCIA module 
having encryption circuitry and forming a SCR for a head-end smart card to provide users 
with a means for transmission and recording of data permitting authorized recording of 
transmitted digital data, whilst minimizing the risk of pirate copies of such recordings 
being made by unauthorized third parties (col. 1, lines 62-67). 

• Regarding claim 36, Candelore discloses a method of producing a scrambled 
transport stream from a clear transport stream containing digitized multimedia data in 
successive data packets (pars. 0010, 0046, 0083-0085 and 0089; Figs. 1 and 6-7; digital 
program streams are broken into packets for transmission; AV content are selected and 
encrypted and transmitted to cable system 32), wherein selected data packets are 
determined within the clear transport stream (pars. 0064 and 0089; Figs. 4 and 7; packets 
are selected for encryption at 250 and 350); and the selected data packets are encrypted 
with an event encryption key (pars. 0064 and 0089; Figs. 4 and 7; selected packets are 
passed for encryption to packet encryption process A at step 258 and packet encryption 
process B at step 262). 

Candelore does not explicitly disclose the selected data packets are processed to 
obtain control words CW therefrom; and data packets following each selected data packet 
are DVB scrambled using control words CW obtained from the preceding selected data 
packet. 
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However, in an analogous art, Maillard discloses a method for transmitting and 
recording digital data wherein the selected data packets are processed to obtain control 
words CW therefrom (col. 1, lines 13-24; col. 6, lines 5-11); and data packets following 
each selected data packet are DVB scrambled using control words CW obtained from the 
preceding selected data packet (col. 2, lines 1-11; col. 6, lines 5-11). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to combine the method and system of Maillard with that of 
Candelore wherein the selected data packets are processed to obtain control words CW 
therefrom; and data packets following each selected data packet are DVB scrambled using 
control words CW obtained from the preceding selected data packet to provide users with a 
means for transmission and recording of data permitting authorized recording of 
transmitted digital data, whilst minimizing the risk of pirate copies of such recordings 
being made by unauthorized third parties (col. 1, lines 62-67). 

• Regarding claim 37, Candelore and Maillard disclose the method of claim 36. 
Candelore further discloses the encrypted selected data packets are inserted in 
the scrambled transport stream at positions ahead in time with respect to the original 
positions of the selected data packets in the clear transport stream (pars. 0054-0055, 0064- 
0068, and 0089; Figs. 3-4 and 7; the encrypted selected packets are passed on to 254 for 
insertion into the output stream; packet is encrypted as a part of the encryption time slice; 
the EA and EB packets are inserted at the location in the data stream where the single 
original packet was obtained for encryption so that the sequencing of the data remains 
essentially the same). 
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Conclusion 

1 3 . The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. 

U.S. Patent No. US 5,805,700 to Nardone et al. 

U.S. Patent No. US 7,106,749 to Darshan et al. 

U.S. Patent No. US 6,415,031 to Colligan et al. 

U.S. Patent Application No. US 2002/0194613 by Unger. 

U.S. Patent Application No. US 2002/01461 18 by DiSanto et al. 

14. Any inquiry concerning this communication or earlier communications from the examiner 
should be directed to Luu Pham whose telephone number is 571-270-5002. The examiner 
can normally be reached on Monday through Friday, 7:30 AM - 5:00 PM (EST). 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Emmanuel L. Moise can be reached on 571-272-3865. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published 
applications may be obtained from either Private PAIR or Public PAIR. Status information 
for unpublished applications is available through Private PAIR only. For more information 
about the PAIR system, see http://pair-direct.uspto.gov. Should you have questions on 
access to the Private PAIR system, contact the Electronic Business Center (EBC) at 866- 
217-9197 (toll-free). If you would like assistance from a USPTO Customer Service 
Representative or access to the automated information system, call 800-786-9199 (IN USA 
OR CANADA) or 571-272-1000. 
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